QUANTUM BLOCKCHAINS

Quantum secured Ethereum Client — PHASE | — using QRNG to provide
better randomness of the protocol

Summary

In this communication we describe the first phase of our work to build quantum sequred version of
Ethereum client. We have addressed two key operations that need better entropy sources than
provided by pseudo-random generators.

This phase assumes the use of Quantum Random Number Generator for the generation of entropy for
the client function of private and public keys as well as the adress generation. In the work reported
here we have used our QRNGBase service providing Entropy-as-a-Service via REST based, SLL
protected API, and a two open-source Ethereum clients. We have built a new code into one of the
clients code that uses QRNG to generate entropy.

Basic info about clients

We have considered two Ethereum Clients: EthereumJS Monorepo client? built by Ethereum
Javascript Community? and Ethereum Besu client® . The Besu client is one of the most excellent
implementation of Ethereum protocol. It is an open-source client developed under the Apache 2.0
license and written in Java, well suited to high-performance transaction processing in private
networks.

We have identified the use of randomness in both clients in the implementation of RLPx Transport
Protocol. For example, the EthereumJS Monorepp RPLx code uses ECIES (Elliptic Curve Integrated
Encryption Scheme) asymmetric encryption. One of the key elements of ECIES security is the
generation of elliptic curve public key and the computation of MAC (Message Authentication Code).

The Besu Ethereum client uses the same protocol hence its use of randomness in ECIES Encryption is
the same.

We have also identified that Besu has an interesting functionality allowing for the generation of keys
and addresses to be used on Ethereum.

We have successfully installed and run small networks of both clients. However, as the Besu client is
much more advanced, matured and stable code, and its use of randomness is more serious, we have
implemented QRNG only to the Besu client. Depending on the possible future choices of our
development team we can use both clients.

1 https://github.com/ethereumis/ethereumjs-monorepo , documentation at:
https://ethereumis.readthedocs.io/

2 https://github.com/ethereumis

3 https://besu.hyperledger.org/
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Protecting key generation, RLPx protocol and enhancing the consensus algorithm of
the Besu client.

We have modified parts of the Besu client source code. Essentially, we have provided SecureRandom
class extension by our new SecureRandomQuantum class:

public class SecureRandomQuantum extends SecureRandom {

private static final String URI =
"https://grng.gbck.io/ac50674e-0725-42c5-%9aa3-f4de0a2b390c/gbck/block/";

private static final String TYPE BIN = "bin";
private static final String TYPE INT = "int";
private static final String TYPE LONG = "long";
private static final String TYPE FLOAT = "float";
private static final int MIN = 0;
public SecureRandomQuantum() {

super () ;
}
@Override

public int nextInt () {
return nextInt (Integer.MAX VALUE) ;
}

@Override
public int nextInt (final int bound) {
try {
String answer = getRandom(genereteUriNumericRange (TYPE INT, 1, MIN,
Integer.toString(bound)));
System.out.println ("RANDOM INT: " + Integer.parselnt (answer));
return Integer.parselnt (answer);
} catch (URISyntaxException | InterruptedException | IOException e) {
System.out.println ("ERROR QUANTUM: " + e.getMessage());
return super.nextInt();

}

@Override
public void nextBytes (final byte[] bytes) {

StringBuilder buildRequest = new StringBuilder();
buildRequest.append (URI) ;
buildRequest.append (TYPE BIN) ;
buildRequest.append('?");

buildRequest.append ("size=");
buildRequest.append(l) ;
buildRequest.append("&length=") ;
buildRequest.append (bytes.length) ;

try {
String answer = getRandom(buildRequest.toString());

byte[] tmp = new BigInteger (answer, 2).toByteArray();

System.arraycopy (tmp, 0, bytes, 0, bytes.length);

System.out.println ("FINAL BYTES: " + Arrays.toString(bytes));
} catch (URISyntaxException | IOException | InterruptedException e) {
System.out.println ("ERROR QUANTUM: " + e.getMessage());

super.nextBytes (bytes) ;
}

@Override
public long nextLong() {
try {
String answer =
getRandom (genereteUriNumericRange (TYPE LONG, 1, MIN,
Long.toString (Long.MAX VALUE)));
System.out.println ("RANDOM LONG: " + Long.parselong(answer)) ;
return Long.parselong (answer) ;
} catch (URISyntaxException | InterruptedException | IOException e) {
System.out.println ("ERROR QUANTUM: " + e.getMessage());
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return super.nextLong();
}
}

@Override
public float nextFloat () {
try {
String answer =
getRandom (genereteUriNumericRange (TYPE FLOAT, 1, MIN,
Float.toString(Float.MAX VALUE))) ;
System.out.println ("RANDOM FLOAT: " + Float.parseFloat (answer));
return Float.parseFloat (answer);
} catch (URISyntaxException | InterruptedException | IOException e) {
System.out.println ("ERROR QUANTUM: " + e.getMessage());
return super.nextFloat();
}
}
private String getRandom(final String uriString)
throws URISyntaxException, IOException, InterruptedException {
URI uri = new URI (uriString);
System.out.println ("QUANTUM - " + "send request: " + uri);
HttpRequest request = HttpRequest.newBuilder (uri) .GET () .build();

HttpResponse<String> response =
HttpClient.newBuilder ()
.sslContext (insecure Context())
.build()
.send (request, HttpResponse.BodyHandlers.ofString()):;

JSONObject obj = new JSONObject (response.body());
JSONObject objl = obj.getJSONObject ("data");
JSONArray array = objl.getJSONArray ("result");
return array.get (0).toString();

}

static SSLContext insecure Context () {
TrustManager|[] noopTrustManager =
new TrustManager([] {
new X509TrustManager () {
@QOverride
public void checkClientTrusted(final X509Certificate[] xcs, final String string)

@QOverride
public void checkServerTrusted(final X509Certificate[] xcs, final String string)

@QOverride
public X509Certificate[] getAcceptedIssuers () {
return null;
}
}
}i
try {
SSLContext sc = SSLContext.getInstance("ssl");
sc.init (null, noopTrustManager, null);
return sc;
} catch (KeyManagementException | NoSuchAlgorithmException ex) {
System.out.println (ex.getMessage());
}
return null;
}
private String genereteUriNumericRange (
final String type, final int size, final int min, final String max) {
StringBuilder buildRequest = new StringBuilder();
buildRequest.append (URI) ;
buildRequest.append (type) ;
buildRequest.append('?"');
buildRequest.append("size=");
buildRequest.append(size);
buildRequest.append ("&min=") ;
buildRequest.append (min) ;
buildRequest.append ("&max=") ;
buildRequest.append (max) ;
return buildRequest.toString();
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The results

The code modification resulted in the use of Quantum Random Number Generator for:

> Better entropy generation for creation of private and public keys by the client, in the case
when users do not use keys provided by their wallets.

» Better and more secured randomness used in messages authentication codes inside the
encrypted handshake protocol

» Better randomness for the Proof-of-Work consensus mechanism (during “nonce”
generation):

We provided the client generated output illustration the calls to the QRNG:

» Quantum generated entropy is used by the key generation routines of the Besu Ethereum
client:

- ( : INFO | Ro

ted at /home/ko a/Private

QUANTUM - send request: https:

ength=32

FINAL BYTES: [0, -119, 6, 6, =126, -92, 63, -82, 77,
69, -52, -71, : -72, 95, -44]

:13.266+02:00 | matir INFO Runner Ethere main is up.
request: https://qrng.qbck.i0/ac50674e-0725-42c5-9aa3-f4de@a2b390c/qbck/block/bin?size=1&1

[6, -53, -65;, 7, -127, -111, -95, 59, -72, =93, 22, -44,.7Y, 85, 99 18R =1 115,975 13,
112, -78, -31, 86, -63, -118, -14, 44, -107, 64]
- send request: https://qrng.qbck.i0/ac50674e-0725-42c5-9aa3-f4de®a2b390c/qbck/block/bin?size=18&1

[65, 50, -14, 46, 44, 3, -10, 114, 79, 59, 35, 19, 32, -111, 77, 80, 83, -113, -125, 44, -53
-6, 606, -88, -1067, -25, -9, + 155 ./61 52821
QUANTUM - send request: https://qrng.qbck.i0/ac50674e-0725-42c5-9aa3-f4de®a2b390c/qbck/block/bin?size=1&1

FINAL BYTES: [84, -63, -38, -69, -45, -8, 118, -67, 83, 84, 14, 94, -33, 57, -45, 86, 127, 0, -111, -113,
-9, 11, 90, -94, 92, 44, -30, -50, -66, 86, -124, 126]

QUANTUM - send request: https://qrng.qbck.i10/ac50674e-0725-42c5-9aa3-f4de@a2b390c/qbck/block/bin?size=1&1

ength=16

FINAL BYTES: [0, -42, 24, -39, -111, 11, -56, -127, 6, 123, 56, -37, 22, 72, 66, 60]

QUANTUM - send request: https://qrng.qbck.i0/ac50674e-0725-42c5-9aa3-f4de@a2b390c/qbck/block/int?size=1&m

RANDOM INT: 63
EXTINT kosti kostia
- send request: https://qrng.qbck.i0/ac50674e-0725-42c5-9aa3-f4deda2b390c/qbck/block/bin?size=1&1
ength=163
FINAL BYTES: [112, -36, -117, 116, 79, 84, -117, -12, 46, 5, 64, -82, -51, -56, -105, -125, -5, -74,
61, -113, 97, 47, 61, -95, -120, 85, -82, -44, 19, 118, -104, -89,.20, 46, 46, 67, -42, -1,103, 35,
, 39, -53, 13, 107, 59, 102, 48, 119, -11, -123, 27, -113, -16, 30, 55, -78, 93, -77, -100, 66, 58, 60,

, 39, 4, 121, -38, 36, -94, 75, -118, 124, 3, 29, -82, =78, 38, 86, -18,,5, -10, 1, -S7, .76; 13, ~8%; 24
, 126, 71, -114, 11, -72, 31, -20, -86, 161, -57, 54, 82, 46, 81, -117, -55, -16, -35,:40, 89, 21, 19,5 =
17, -106, -93, 82, -13, 115, 78, 75, -54, -74, -65, -66, 70, 113, 91, 44, 84, -115, 69, -30, 25, -37, 89,

-89, 29, 51, -67, -23, 79, -80, 74, -122, -78, 76, -55, -45, 95, 31, 109, 111, -8, -48, 107, 97, 88, 42,

-14, -72, -10, -49, -35, 89]

QUANTUM - send request: https://qrng.qbck.io/ac50674e-0725-42c5-9aa3-f4de@a2b390c/qbck/block/bin?size=1&1
ength=32

No sync target, w
3 ng fc peers. Cu F |
FINAL BYTES: [15, 78, 42, -1, -74, -69, -34, 88, 115, -71, 29, -88, -44, 7, -9, -66, -18, -89, -29, 88, 0
, -10, 15, -54, 30, 76, -50, 63, 4, 24, -81, 111]
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» Quantum randomness for the PoW consensus (“nonce” generation for blocks creation):

INFO Ethereum main loop is up.
https://qrng.qbck.i0/ac50674e-0725-42c5-9aa3-f4dedazb39ec/qbck/block/long?size=1

: 7098419382717316877
- send request: https://qrng.gbck.io/ac50674e-0725-42c5-9aa3-f4dedazb396c/qbck/block/long?size=1
min=0&max=9223372036854775807
RANDOM LONG: B8498511657113870421
QUANTUM - send request: https://qrng.gbck.io/ac50674e-0725-42c5-9aa3-f4dedazb390c/qbck/block/long?size=1
min=0&max=9223372036854775807
RANDOM LONG: 45708B4328066943694
QUANTUM - send request: https://qrng.qbck.io/ac50674e-0725-42c5-9aa3-f4de@az2b390c/qbck/block/long?size=1
min=0&max=9223372036854775807
RANDOM LONG: 7391229895620709781
QUANTUM - send request: https://qrng.qgbck.i0o/ac50674e-0725-42c5-9aa3-f4dePazb390c/qbck/block/long?size=1
min=0&max=9223372036854775807
RANDOM LONG: 5738834988319312990

A short recording shows the console output of the modified client on an experimental three-node
private Ethereum network:

https://youtu.be/KpSxUwH3SdY

The conclusion

We have demonstrated the modification of Besu Ethereum client leading to the use of Quantum
Random Number Generators for augmented entropy generation and unpredictability which
ultimately makes the resulting Ethereum client much safer.

The work reported here will be used as a first step of further and deeper modification of the
Ethereum client.
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