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GraphChain



The Motivation
Why did we invent GraphChain?
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Digital 
Identification 
systems need 
not just 
Blockchain.

They need
GraphChain.

• Lack of explicit data semantics

• While many systems are distributed in nature, the 
technology used to support them is of old style and 
inherently unsecured

• So, using LEI.INFO as the starting point, we have created a 
concept of Blockchained LEI system and we have made a 
number of POCs demonstrating its usefulness.

Standard digital ID systems shortcomings …
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WHY
GraphChain?

• It was very hard to combine the three features the Digital ID 
systems required: 

• Explicit data semantics

• Linked Open Data/SW data model and 

• Blockchain security model

• In our early Blockchain based POCs (using Ethereum), the 
extensibility of Legal Entity data was poor

• The queries across the entire LEI dataset were impossible or 
very hard

→ What we really needed was a standard RDF Graph 
database protected by a Blockchain. 

However, despite our efforts …
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Related works:

Marrying
Blockchain to 
legacy 
databases

• BigchainDB – Blockchain database build using MongoDB

„Rather than trying to enhance blockchain technology, 
BigchainDB starts with a big data distributed database and then 
adds Blockchain characteristics - decentralized control, 
immutability and the transfer of digital assets.” 
( https://www.bigchaindb.com/features/ )

• MongoDB Blockchained – is essentially the same development 
but from MongoDB perspective:

“A blockchain-enabled MongoDB that wraps the core database 
(MongoDB) and implements the three blockchain characteristics 
of decentralization, immutability, and assets.“  (“Building Enterprise-
Grade Blockchain Databases with MongoDB”,  A MongoDB White Paper) 

→In both cases the essence is in the ability of the distributed
database to use legacy access methods (and guarantee 

Querying, good Scalability and Operationalizability)

▪ An interesting extension of Blockchain concept in IOTA’s Tangle
(https://www.iota.org) – going away from the sequence of blocks

▪ Many Blockchains with consensus based on DAGs are coming close

https://www.bigchaindb.com/features/
https://www.iota.org/


The birth of 
GraphChain

Rather than trying to add Graphs and Ontologies to Blockchain,
GraphChain starts with RDF database and then adds 

Blockchain features to the system.
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GraphChain
defined • An RDF graph is an unordered set of triples (atoms of 

data of the shape: object→property→value) and 
a named RDF graph is an RDF graph which is assigned 
a name in the form of a URI

• GraphChain is thus defined as:

• A linked chain of named RDF graphs specified by the 
GraphChain ontology and an ontology for data 
graph part of the GraphChain.

• A set of general mechanisms for calculating a digest 
of the named RDF graphs.

• A set of network mechanisms that are responsible 
for the distribution of the named RDF graphs among 
the distributed peers and the for achieving the 
consensus.

The main idea behind GraphChain is 
to use Blockchain mechanisms 
on top of an abstract RDF graph data model. 



113RD WORKSHOP ON LINKED DATA & DISTRIBUTED LEDGERS (LD-DL), Lyon, April 24, 2018

The GraphChain
Architecture • A single node of the GraphChain consists of several 

parts: 

• a web interface for communication with clients (via 
the HTTP protocol), 

• a web socket endpoint for communication with 
others nodes, 

• a cryptography module for handling of digest 
calculation, 

• a triple store repository manager for storing blocks 
as sets of triples and obtaining blocks from the 
repository, 

• and services which bind all these parts together.

A single node perspective



The artistic visualization of the GraphChain
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https://youtu.be/1D9jFjh4Y1g


The implementation 
challenges

The implementation of GraphChain brings a number of challenges that 
must be addressed before production-grade alternative to 

the existing Blockchain implementations is offered.
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The 
implementation 
challenges

• Performance of the programmatic 
access to RDF graphs.

• Performance and quality of the RDF 
graphs serialization used for the 
broadcast of the named graphs to 
other nodes.

• Computation of the RDF digests.

The most important challenges
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The computation of 
the RDF digests

• “Canonicalization” — calculation of the digest as 
the hash of the canonical graph serialization

• “DotHash” — calculation of the digest as the result 
of the combining operation on the hashes of the 
individual triples

• “Interwoven DotHash” — calculation of the 
digest as the result of the combining operation on 
the hashes of the individual triples and the triples 
linked by blank nodes.

The proposed solutions



The GraphChain
Ontology

The GraphChain ontology is an OWL ontology of 
the chained, named RDF graphs



173RD WORKSHOP ON LINKED DATA & DISTRIBUTED LEDGERS (LD-DL), Lyon, April 24, 2018

The GraphChain
Ontology

• The GraphChain ontology resembles 
sequentially ordered and cryptographically 
secured chain structure presented in the original 
paper by Nakamoto.

• The GraphChain ontology defines EXPLICIT 
MEANING to the GraphChain data

• Together with ontologies for your data graphs, it 
helps in automated and precise use of all data 
stored on the GraphChain.

An OWL ontology of chained
named RDF graphs



The
implementations

So far, GraphChain has three simple, exemplary implementations and one 
production grade (in progress)  
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Simple 
implementations
of the GraphChain

• .NET/C#
The C# implementation uses .NET Core platform. The node itself is an 
ASP.NET Core web application with REST API for a client - node 
communication and WebSocket layer for Peer to Peer transmission

• Java

The Java implementation was created as a Spring-managed web 
application. It uses the RDF4J library for handling semantic-related 
operations. Can store RDF graphs in both the RDF4J triple store and the 
AllegroGraph triple store.  Adding a new storage method is easy.

• JavaScript/node.js

We have also developed a third, illustrative and simple implementation of 
the node: a JavaScript implementation which is based on Naivechain. It 
offers HTTP API and P2P communication between nodes. There are some 
differences between our implementation and Naivechain, though.

https://github.com/MakoLab/GraphChain

https://github.com/MakoLab/GraphChain


203RD WORKSHOP ON LINKED DATA & DISTRIBUTED LEDGERS (LD-DL), Lyon, April 24, 2018

Web interface for the 
GraphChain

• Uses YasUI client (http://about.ayasgui.org) 

• Allows for SPARQL querying both GraphChain ledger and 

data graphs 

• Connects to multiple nodes of the GraphChain

http://binsem.makolab.pl/indy/
http://binsem.makolab.pl/indy/GET_TXN/785

http://about.ayasgui.org/
http://binsem.makolab.pl/indy/
http://binsem.makolab.pl/indy/GET_TXN/785
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Production grade
implementation of the 
GraphChain

• Hyperledger Indy is a distributed ledger, purpose-

built for decentralized identity.

• Used by Sovrin foundation (https://sovrin.org/) for 

digital identity.

• Ideal solution for our LEI applications

• „Observer” nodes in the second half of 2018

• We are analyzing the results of our POC on the use 

of the GraphChain and Hyperledger Indy and are 

working on the production system.

Using Hyperledger Indy

https://sovrin.org/
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Production grade
implementation of the 
GraphChain

http://wisem.makolab.pl/leigc/

Validation OK:
http://wisem.makolab.pl/leigc/254900UIZS15MTA7H075

Validation KO:

http://wisem.makolab.pl/leigc/G30CO71KTT9JDYJESN22

http://wisem.makolab.pl/leigc/
http://wisem.makolab.pl/leigc/254900UIZS15MTA7H075
http://wisem.makolab.pl/leigc/G30CO71KTT9JDYJESN22


The future of the 
GraphChain
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Future applications
of GraphChain

• Perfecting the LEI.INFO implementation

• Working towards GraphChain use for Global LEI 

system (GLEIF)

• Storage of LEGAL documents (working with EU 

Commission on regulatory documents) – adding 

ML to the GraphChain (http://ml.ms/fisma) 

• Building infrastructure for Electronic Lab 

Notebooks (first PoC starts in March)

• Storing business reports for regulatory 

purposes

What’s next ?

http://ml.ms/fisma


Quantum Blockchain

A very preliminary proposal



Quantum 
Computers …

Quantum computer is a device that is using quantum-

mechanical phenomena, such as superposition and 

entanglement.

Quantum computer is completely different from our 

common binary digital computers. 

While common digital computer require that the data be 

encoded into binary digits (bits), each of which is always in 

one of two definite states (0 or 1), quantum computation 

uses quantum bits or qubits, which can be in a superposition 

of states.

1

0

Bit

Qubit



Quantum 
Computers …

IBM’s Q System One …

… still an experimental device, 

despite its polished looks.



Quantum 
Computers …



Quantum 
Computers …
and risk for 
Blockchain

https://www.nature.com/articles/d41586-018-07449-z

https://www.nature.com/articles/d41586-018-07449-z


The problem

• While the Blockchain technology is 
currently secure (within its own 
specific paradigm of security) it will 
no longer be secure when the 
quantum computers become 
available.

• Some of the foundational Blockchain 
technologies (like the asymmetric 
cryptography) can almost certainly 
be broken.



The existing 
solutions

The first natural solution to mitigate 

the risk posed by Quantum 

Computers is to use the upgraded 

cryptographic protocols from the 

family known as POST QUANTUM 

CRYPOTOGRAPHY

This was achieved by the company 

QRL and their product 

www.TheQRL.org which uses 

Quantum resistant algorithms 

(including XMSS) to deliver Quantum 

Resistant Ledger

http://www.theqrl.org/


Our work

Let’s imagine
PROVABLY
SECURED
Blockchain 

Quantum Information and Measurement, QIM 2019, Rome



Our work

Let’s imagine
PROVABLY
SECURED
Blockchain 



Third Symposium on Compositional Structures (SYCO 3)

University of Oxford, 2019

Our work

Let’s imagine
PROVABLY
SECURED
Blockchain 



Planned PoC

Beyond scientific and R&D context

Together with the aforementioned 

authors we are now building purely 

theoretical ground for the first Proof-

Of-Concept for the Quantum 

Blockchain.

It assumes the use of EXISTING and 

commercially available QKD (Quantum 

Key Distribution) infrastructure to 

build the POC.



The essence 
of the POC

Beyond scientific and R&D context

Use QKD devices like ID-Quantique

Clavis3 and/or Cerberis QKD Blade

Create dark-fiber based network 

between nodes.

Use the devices and the network for the 

highly secure communication between 

nodes.



The POC will create 

the hybrid model: 

the secure 

communication will 

assume the use of 

QKD devices and 

dark-fiber 

connections and 

standard peer-to-

peer network over 

the clouds or public 

networks.

Quantum channels
Classical channels



The current range 
of applicability

Because of the need to use dark-fiber 

connections between nodes, Quantum 

Blockchain can be best delivered for nodes 

located in close geographical locations, 

e.g. banks in specific financial centers.

This limitation will be lifted in the coming 

years when satellite based QKD channels 

become available. 

There are also plans to run QKD over FTTx

(e.g. FTTO,FTTH) networks.

This makes our idea even more realistic…
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