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While Blockchain technology is universally considered as a significant technology for the near future, some of its pillars
are under a threat of Quantum Computing. In this poster, we propose measures against this threat by developing a

Ab Stfa Ct framework of quantum secured, permissioned Blockchain called LogiContract (LC). LC adopts the message authentication
scheme based on QKD mechanisms and a vote-based consensus algorithm to achieve consensus on the blockchain.

There is a considerable amount of research related to the quantum-safe Blockchain [I—4] which could withstand attacks
powered by forthcoming quantum computers. One of the most prominent proposal is the Quantum-secured Blockchain
(QB) developed by Kiktenko [1]. Due to the application of unconditionally secure message authentication based on
Iﬂtf() QKD, QB is immune from the attacks of quantum computers. However, the major limitation of QB is the consensus
protocol it adopts. In QB, the classical Byzantine agreement protocol [5] is used to achieve consensus among nodes of
the distributed ledger which has serious shortcomings as it becomes exponentially data-intensive if a large number of
cheating nodes are present.
In this poster we report our research on a new consensus protocol for Quantum Blockchain which
exhibits quadratic dependence of resources on the number of miners. We have also developed an idea of the
scripting language for LC for the future implementation of smart contracts.

LC node

We assume that in LC each pair of nodes is

connected by a classical channel and by
quantum channels which form Quantum
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Architecture

Each pair of nodes establishes a sequence of

\ / private keys using the QKD network.Those
e e keys will be used for message

authentication and the digital signature.
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Unconditionally secure authentication schemes have been extensively studied in the literature [6-8]. Carter and
Wegman [6,7] were the first to construct authentication codes using hash functions. They also show that one-time pad
Secure encryption can be used in combination with hash functions to construct unconditionally secure authentication schemes.
Authentication This approach was further studied, among others, by Krawczyk [8].

We have extended the unconditionally secure authentication scheme based on the Toeplitz hash and
made it useful for the Quantum BlockChain. For the sighature we propose a new scheme which we
called the Toeplitz Group Signature (TGS).

Unconditionally

and Signature

The consensus algorithm in LC is the Quantum Secured YAC (QSYAC), which is a variant of the original YAC[9]
Quantum developed for Hyperledger Iroha Blockchain, where the Toeplitz Group Signature (TGS) replaces the public-key
Secured signature. There are two types of participants in QSYAC: clients and peers.The participants are connected by a
quantum key distribution network which is used to distribute private keys between participants.

Moreover, every two peers are connected by a classical channel. Every client and every peer are also connected

by a classical channel. We assume the channels to be synchronous.

Consensus

Scripting language LogiContract implements a scripting language for Smart Contracts. Scripts of transactions on LC are logical formulas
which are built from arithmetic expressions e with the following syntax:

and e = X | k | e+ e | Hash(e) Here x is a variable with range over natural numbers, k € N is a constant
natural number. Hash is a collision-resistant hash function on natural
Smart COntraCtS ¢ =6 =¢ | e>e ‘ Odd(e) ’ After(e) | _'gb ‘ QD A gb numbers. Odd(e) means that e is an odd number.

for LOgiCOﬂtht Using the logic-based script language we can form a formal definition of a transaction on LC. As a Proof-of-Concept we
have built an example of the lottery protocol on Quantum Blockchain.
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