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1 Blockchain technology

A blockchain is an architecture that enables data to be stored in a decentral-
ized network [1]. The main difference between an traditional database and
blockchain is that it allows information to be linked by blocks rather than by
relation of the raw data elements. Each block in a blockchain contains some
data, the hash of the block itself, and the hash of the previous block. The
data stored inside a block depends on the type of blockchain (for example,
the Bitcoin blockchain stores transaction details, such as the sender, receiver,
and number of coins). Each block also has a hash, which is a fingerprint that
identifies the block. It is always unique, calculated once a block is created.
Thus, any change inside the block will cause the hash to change. The hash of
the previous block contained inside each block allows for creating the ledger
or a chain of blocks.

Blockchain blocks need not necessarily be in the form of uniform binary data
blocks. Modern solutions allow for much richer data structures to be linked
[2] to form the chain. What is essential is that the entire system represents a
consistent generalized transaction history on which all nodes achieve eventual
agreement about the linked data.

The main components of blockchain software are consensus and validation
algorithms that provide transparency and data security. Unlike ordinary
databases, a public blockchain does not rely on centralized model of trust
because it is fully available for anyone that wants to participate as a node.
Such node gets a full copy of the blockchain and can even use the copy of the
blockchain to verify that everything is in order. Therefore the security of a
blockchain comes not only from the creative use of encryption, hashing and
consensus mechanisms, but also from being distributed and decentralized.

Despite the common features of the blockchain software, there are various
consensus mechanisms, for example: Proof of Work (PoW), Proof of Stake
(PoS), Delegated Proof of Stake (DPoS), Proof of Authority (PoA), Proof
of Capacity (PoC) and many others [3]. All of them are the mathematical



operations through which nodes from the network validate creation of new
blocks, however, they differ in the type of algorithm that is used. The most
popular and most famous is PoW (used in Bitcoin, early Ethereum and other
networks), despite the fact that it needs high computational effort that results
in high energy consumption.

Regardless of the many advantages of the blockchain, there are huge
drawbacks that outcomes from its distributed architecture. In theoretical
considerations of distributed systems there are two fundamental theorems
that limit desirable properties of blockchain architecture. One of them is
known as CAP theorem [4], the other is FLP impossibility result [5].

CAP theorem [4] states any distributed system can have at most two of the
following three properties:

— consistency (C) — every read receives the most recent write;
— availability (A) — each request eventually receive a response;

— partition tolerance (P) — the system operates despite an arbitrary num-
ber of messages being dropped between nodes due to communication
breakdowns or any other reasons.

Unfortunately, the CAP theorem oversimplify the balance between these
properties. Due to that this formulation is not genuinely true. CAP theorem
states only that perfect availability and consistency in the presence of par-
titions is not possible. Therefore the designers of distributed systems does
not need to choose between consistency and availability when partitions are
present. The goal is rather to find a trade-off between them.

The FLP impossibility result [5], named after its authors (Fischer, Lynch and
Patterson), comes from consideration on achieving consensus in distributed
systems. It shows that in an asynchronous setting, there is no distributed
algorithm that always solves the consensus problem, even if only one node of
the system is fault.

The limits ensuing from both CAP and FLP theorems translate to the
phenomenon called the blockchain trilemma: it is impossible for any classical
blockchain to simultaneously guarantee security, scalability and decentralization.
Various blockchain consensus algorithms attempted to find a balance between
these three features, resembling the trade-offs made by the designers of stan-
dard distributed systems. One of the approaches to minimize the negative
effects of the trilemma is to prioritize data availability (i.e. scalability) and
agree that the data may not be consistent on all nodes at the same time, but to
demand that it is eventually consistent, i.e. after some time of the system life.

Since these problems are crucial for the blockchain technology, it is important
to analyse new proposals and test new algorithms. Luckily, recent works
[6] shows that the use of quantum mechanical laws and mechanisms can be
beneficial for reduction of negative consequence of the trilemma and could
lead to entirely new class of blockchain architectures.



However, at the same time the emerging quantum computers pose a threat
to the security of modern blockchains, which are built mostly as P2P net-
works and assume heavy use of the classical asymmetric cryptography with
public-private keys playing a pivotal role. Therefore, it is wise to explore the
possibilities of integration of quantum cryptography and quantum devices in
the blockchain architecture.

Quantum secured blockchain

As it was mentioned earlier, the quantum computers pose a threat to
any classical encryption algorithms that are used nowadays. Therefore,
blockchain protection with quantum cryptography is a sensible step in
further development of this technology.

This development may take many different paths.

— One is to use simply the quantum random number generator for creating
the encryption keys. Since such keys have higher degree of randomness
than generated using any available algorithms, or obtained using any
classical physical processes, this way of communication is a way more
secure than the communication that is currently provided.

— The second is the use of quantum key distribution (QKD) devices that
are available on the market and setting quantum channels between each
node of the blockchain network (one to one architecture). The use of
these devices for obtaining consensus significantly increases the security
and ensures the validity of a newly created blocks. Also, as shown in
Ref. [7], another type of consensus mechanism can be used, which, by
using one-time pad encryption keys further improves the security of the
blockchain.

— The third method is to explore different quantum communication pro-
tocols that enable the use of other network architectures and favorably
affect scalability of such network.

The third development path offers the novelty the most therefore, in particu-
lar, it is elaborated further in this work.

2  Quantum Key Distribution

Similarly to classical way of data encryption, quantum cryptography also
bases on key distribution. The difference here is that the key is generated
by non-deterministic purely random process. This process, which occurs
in consistence with quantum mechanical laws, secures the distribution of
a key itself. For example, since quantum state collapses when measured,
the eavesdropping of transmission can be easily detected. Also, due to
no-cloning theorem [8], it is impossible to copy the data that is encoded
in a quantum state. All of this makes quantum key distribution (QKD) an



information-theoretically secure solution to the key exchange problem.

There are many protocols used for QKD. One of the best known is BB84
[0], named after Charles Bennett and Gilles Brassard whose presented it in
1984. In this protocol secret key is encoded in photons’ polarization states,
randomly chosen from two available basis. Each photon represents a single
bit of data. Its value is established after the transmission of a photon through
the quantum channel and the measurement of its polarization state. Since
the measurement is done in two basis, that are also randomly chosen, the
outcome of the measurements need to be reconciled by communicating
parties. It is done through classical channel (such as phone, mail or any
other similar way of communication). Unfortunately, due to that, in the worst
case, half of sent bits may need to be removed from the key. Moreover there
are also other losses, decoherence and measurement imperfections that may
influence the rate of established key.

Furthermore, the standard QKD protocols such as that presented above
requires to set the quantum channels between all communicating parties. It

means that for N parties it is needed to have w connections.

All of this, combined with the high cost of available QKD systems, results
in slowdown in development of the commercial use-cases of quantum

cryptography.

Fortunately, there is novel QKD protocol that allows to decrease the number
of connections in the system to N for N communicating parties. It is called
Quantum Conference Key Agreement (CKA).

Quantum Conference Key Agreement

Quantum Conference Key Agreement is a protocol that enables the multi-
party quantum key exchange [10]. It means that the same quantum key is
established between many parties. As it is elaborated further, thanks to that
it is possible to achieve consensus in a multiparty system.

CKA is based on sharing N qubits with N communicating parties. These
qubits are in specific entangled state called |GHZ).

The CKA protocol was experimentally demonstrated in a scheme with 4 node
network in 2021 [11]. The experimental setup is presented in Figure 1.

As it can be seen, the nodes are connected in both ways, with quantum chan-
nels to the quantum server, and with each other by classical channel. The
quantum server is responsible for distribution of an entangled state, which is
here in a form |
V2

Such quantum state is generated using two SPDC sources in Sagnac mode
(here PPLN crystals), pomped by pulsed Ti:Sapphire laser, and distributed
using long single-mode fibers. Then, each node measures its qubit similarly

IGHZ) = = (10000) +1111)) .



Figure 1: Depiction of CKA for 4-node network. The figure is taken from Ref.
[11]. A) The idea of the network with a quantum server. B) Experimental
setup.

to the method used for standard BB84 protocol (collecting detections for
different settings of quarter and half waveplates).

Although the experimental realization was presented only for 4 nodes
separated from each other by 20 km at maximum, due to the scalability if this
method, it is a promising solution worth to consider in further development
of quantum consensus mechanism in distributed systems.

3 Quantum distributed consensus algorithm and
FLP impossibility

As it was mentioned earlier, the GHZ state is one of the quantum mechanical
tools that enables to achieve distributed consensus [6, 12]. In general, GHZ
state is an ensemble of N entangled qubits, which state may be mathematically
written as :

V2

Similarly to the experiment present in previous section, each node in a
network receives a single qubit and measures it, choosing "o" if measured
state is [0) and 1 otherwise. Due to that the single measurement causes
collapse of qubit state to |0) or |1) for each participant of communication, not
only those who made the measurement, this allows for obtaining a consensus

on single bit of information between multiple nodes.

IGHZ) = (|o>®N +|1>®N) .

Such method provides all properties of distributed consensus [3, 5]:

— agreement — provided by quantum mechanics (measurement of any en-
tangled qubit cause all other qubits to collapse into an identical state);

"n_n

— validity — provided by proposing either "0" or "1" after the measurement
done by first node;



— wait-free processing — provided by the entanglement, i.e. the quantum
state of all qubits collapses simultaneously.

It is worth to mention that faulty nodes do not influence achievement of
the consensus, because the consensus is obtained after any measurement
performed by any node.

Summarizing, the use of GHZ state enables to achieve the consensus in
distributed systems and, what is more, overcome FLP impossibility result.

4 Further work

All information above provide a conclusion that development of blockchain
technology should take benefits from the law of quantum mechanics.
Therefore it is important to not only switch the type of communication
between classical and quantum one, but also to investigate novel models of
consensus algorithms, reflecting, among other challenges the topologies and
architectures of the quantum networks.

For this reason, despite the fact it needs some amendments for the use
in commercial products, CKA protocol may be interesting solution to the
consensus problem in distributed systems. Especially, as shown above, if it
solves the FLP impossibility result problem.
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